
SAFE CLOUD STORAGE
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CLOUD RISKS 
INCLUDE:

WHAT IS THE CLOUD?
The practice of using a network of remote servers hosted on the Internet 
to store, manage, and process data, rather than a local server or a personal 
computer. Many of you already use the cloud to save and share pictures 
across your personal devices

Do not store 
Banner Health information 
on an 
unapproved cloud 
platform

For more information, please visit https://www.hhs.gov/hipaa/for-professionals/special-topics/cloud-computing/index.html

• LOSS OF DATA CONTROL

• POTENTIAL DATA BREACH

• UNAUTHORIZED ACCESS

Do not share cloud login 
information or grant 
access to an 
unauthorized user

Data goes to large data centers with various levels of 
privacy and security. Because not all cloud data servers 
are secure, it is important to be really careful about what 
you save to the cloud, and which platform you use

WHERE DOES DATA IN THE CLOUD GO?

HOW SHOULD I USE THE CLOUD?

in 
healthcare 

spending on 
cloud services

annually*

$3.73 
billion 

Remember to not store any PHI unless 

absolutely necessary!


